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Introduction: Protecting Cardholder Data with RISKY BEHAVIOR

AsU.ve, af bUsiiessesis he U.S.

PCI SeCurIty Standal’ds ard EU.a Pe.evea sac ivi ies ha

& PU cadhe de da aa risk.
The ¥es ie hcer Uy US.Gigira Wi ieSU a4 Wassaid arabbasksbecalse ha 's¥hee he

ne1e is. Thesa e ¢ iva ias is aU digi a age_ akes nerchar s hete¥ age fo Traicia 81%s «ePs mner cad
. . . . . J
fraud. Occasiara , & secUri, b, se e nechasr serabescijitas eeasi; sea ardUse Persasa 1Unbers
. . . p . p .
caisU e Traicia irferqaier fay Pay_ner cad varsacisasard Pacessings s eqs. 73% s .0 Pa_er cad
& Paias daes

I 'sase-iaUs Pabe,, .e-e has 234 i ias reca.ds¥i hsessi ive is far.qa ias have bees breached
sisce Jar Var, 2005, accardisg & Privac, Righ s CearitgheaUsesarg.Asa nerchar ,;aVaea he 71%s e Py, aer cad
cer e &fPa,_er cad varsaciasssei isiyPeaive ha ,aUUses aidadsect i, Paceduesard

echia agies & h¥a.  hef afca-dhe de- da a.

Merchas -based vU 1 e-abiiies ja aPPea a_,as ar,Wheeir hecad-Pacessiigeces;s e
ircudirg Pais -af-sa e devices; Pe-sara ca., ese se-ves;¥ieesshe sPa s e Web she PPiig
aPPica iass;is PaPe-based s arages, s e s a1 d Ussectred vasspissias afcadhe der daa o
se.vice Pavides.VU s e-abiiies ja ever & edd a5 s e sePeaedb, sevice Pavidesaid
ac Uirees, % hichae heThascia issiUiass ha iriiaeard.jais ais heveaiasshiPs¥ih
nechar s ha acceP Pa,_je:r cads(seediag-a, &1 Page5).

Ce,Piasce¥ih hePa, ,es Cadlidus,, (PCI)Da aSecli; S airda-d(DSS)he Ps ¢ a evia e
hese vU 1evabiiiesaid e ec ca-dhe der da a.
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Theisr er &f his PCI Quick Refereq ce GUide is & he Py U Usde.s asd hePCIDSSard ¢ aPP, i o
yaU Pa,_es cad rarsacies ervicaa e .

Theeae heeasgairgs ePsfa. adheitg « hePCIDSS: Assess ides if, i+ g ca-dhe der

da a, akirgas isves &, af, el ITasse sard bUsiiess Pracesses fa Pa,_qer cad Pacessing,
ardara, irg he, fa- vUeabiiies ha caUde Pase ca-dhe de da a. Remediate Mg

VU serabiiiesard e s aringca-dha de- da aUs ess; aVseedi. Report ca,ﬂr’l irgard

SUb_ i i:‘gveA’Uiyedve,nedia ia4 vaida ias recads (ifaPPicab e), ard sub.i isgce,Piaice.ePa s
e« heac Uikingbaikasdcadb-asds, aU de bUsisess¥i h.

PCIDSS fa «¥sca a1 sexses ePs ha iva bes secti, Pacices.TheDSSgaba , aPPies o
alles iies ha s are, Pacess e vau sqi ca-dha der da a. PCIDSS ardre a ed seclUei; s asdards
aead.iris eedb, hePClSeclri, S ardadsCalaci, ¥ hich¥asfeuidedb, A evicar B Pess,
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Overview of PCl Requirements

Y
PClseclvi s arda-dsae echiica ardePeaiera ve Virener sse b, hePClSecUri, S aida-ds
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PCI Security Standards Include:

PCl Data Security Standard (DSS)

The PCIDSS aPPies a a es iies ha s are, Pacess ard/ar varsi ca-dha de-daa.l cavers
echiica asdaPeainia 5,5 e ce Pases siscudedis & carrec ed & ca-dhe de- da a.If aU ace
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The PCI Data Security Standard

The PCIDSS versias 1.2is he g aba da asect.i, s ardadadePedb, hecadb-aidsfa a
&gasi aiass ha Pacess, s e e vas sni cadha de daa. | cassis scfcc,n,ﬂu serses ePs ha

nirar bes sectiy Pac ices.

Goals

BUid asd Mais ais+ aSectre
Ne ¥ ¢k

P-a ec Ca-dha de- Da a

Mais air aVU secabiiy
Maiagener Pragay

lnPener SraigAccess
Cat r& MeasUres

RegV a-, Maui & a1 dTes
Ne ¥ & ks

Mais ais as |1 far.a ias
SecUvi, Paic,

»

12.

© ©V ® N oW

PCI DSS Requirements
lisa ard.jais aisalve¥a casTglaies &« Paec cadhe de
daa
Da 14 Use veide.-suPPied defat sfar s, s e, Pass¥ erdsand
¢ he secti; Paaees
P-a ec s ared cardhea de- da a
Eicy, P vaisgissies afca-dhe de da aacassaPesr, Pubic
1e Varks
Useard.egUa , UPda eas i-viUssaf Yae & Pagays
Deve «Paid_,air air seclees, s e sardaPPicaiass
Res vic access & ca-dha de- da ab, bUsiiess 1 eed- a-kia¥
Assigs aUsi UelID & each Pe.sas Wi hce P e access
Res vic Ph; sica access & ca-dhe de- da a
Trackaid.a4i & a access & 1e ¥ arkresalrcesard ca-dhe de
daa
RegUa , es secUri, s, s ensard Pacesses

Mais air a Paic, ha add-essesiifara ias secli; far
enPe eesardcas rac as
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Payment Application Data Security Standard

The PA-DSSisa s a: da-d far deve « Pe.saf Pa, er aPPicaiass.I sgea is a he Pdeve a P e of
secUre ca. e Cia pa>,ﬂen aPPicaiass ha desa s e Pahibiedda a,ardesstve ha pa>,ﬂen
aPPica iasssuPPe, co  Piaice¥ih hePCIDSS. Mechar said se vice Pavidesshaudersue
ha he aeUsiigCalici-aPPaved Pa, e aPPica iess;check¥ih, aUr ac UiisgTraucia
i1siVies aUidesaidee Ureqer sardassecia ed igefaqesfa inPeqer ingaPPaved
aPPica iass.PA-DSS has 14.e Uiees s:Fa. de aisarda is afaPPaved Pa, qer APPicaiass,
see:WWW Peisecu,i, s asda-ds.a-g/secUri;, _s arda-ds/Pa_dsssh

PIN Transaction (PTS) Security Requirements

Thesere" Uie ner s,vefeved & asPCIPTS (farqe ;. PCIPED), aPPies « co.yPasies¥ hich_,ake
devices & ca.,Paser s ha acceP o Pacess Persasa ides Tca ias 1U qbesasa Pa afaPIN
based rassac ia+ asd far & he pa>,ne‘ P acessitgre a ed ac ivi ies. Recagsi ed PTS abera avies
vaida eadhe-esce & hePTS.e Uiees s.Firarcia irsi U iass, Pacessers, nerchas said sevvice
P.avidesshaUdess.e ha he, aeUsiigaPP.aved PTS devices & ca.Pares s.NasTrascia
irsiUiersshaudcheck¥ih hei ac Viisg T4 arcia irsiVier aUs de-s ardve Uirejjer sasd
assacia ed i, efaesfe ca,Piasce.The PTS e Uie jes scave devices,iscUdirg he Ph, sica aid
agica secl i, cha-ac evis ics af heir ca.,Pases s,ard device yarageer .Fe deaisairda is f
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Build and Maintain a Secure Network

l+ he Pas, hef afTsaucia yeccydsvet'uivedacvi,ﬂi‘.a o Physica ) ed e ar argasi aiaa’s bUsiess
sie.Ne¥, qar, Pa,_jer cad varsaciass(suchasdebi in heUS.ard chiPaid Pis is Eu.aPe)
UsePINes +, devicesardce. P escarsecedb, 1e¥aks.B, Usiigre Warkseclri, car vas,
e-gari aiarscar Peves Gipitasfavie Va, accessitg r’a),ﬂeA sssen1eVaksardseaing
ca-dha de- da a.

Requirement 1: Install and maintaina rewall and router con guration to protect
cardholder data

Fie¥a saedevices ha car va canPUevyd ca eWedis cardel efas aegari aies’sie ¥k,

This Guide P.avides suPPe neér a irferqaies ha deessa vePace & suPe sede PCI DSS versias 1.2 dacu ner s.
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Protect Cardholder Data ENCRYPTION PRIMER

Cryptography Uses a_,a hea ica
faenUa everde Paiv & daa
Usreadabe & PeaPe®ihev

e Pever heirUral hevi edUse ¥he hee heda ais Pir ede s aved aca ;, e vau sl edave a sPecia kia¥ edge (ca eda ke, ).
Pubicie Wak e are e eseve & sevice Pavide. G, Pagalh, isaPPied a5 eed
daaas¥e asdaa varsi ed
ave are Vark.

Ca-dhe de- da avefers & ar, isfarnaies Pis ed, Pracessed, raisi edar s aedis ar, fary, a4 a
pa),ne‘a ca-d.O-gasi a ias sacceP irg r’a>,ﬂe4 cadsaee Pec ed ¢ Pa ec cardha de- daaasd

Requirement 3: Protect stored cardholder data

I+ gereva, 14 cardha de- da ashaU deve bes ared Uy essi s 1ecessar, &.,ee heseedsaf he Encryption cha: ges Pair & ir o
bUsiiess. Sessi iveda aas he agieics viPe & chir",ﬂUs reve- bes ared. If, aUr argani a ias ciPhe e .

s aresPAN,i iscUcia aveide i Uiveadab e (see3.4,a1d abebe «¥ far glideises). Decryption chas ges ciPhe.
3.1 Lipi cardha de- da as erageasdvre e a4 ine & ha ve Uied far bUsiiess, ega,asrd/er backis & Pais & .

regUa &, MU, Pases asdacy jeq edis s el da ace er ias Paic,.

3.2 Daasa seesessiiveau hes icaies da aaf e au haei aias (eves ifi iseic, Ped). See
glideiresis abebe a¥V.

3.3 Mask PAN¥ hes disPa, ed; heTvs sk ard as faU. digi sa-e he_qa iUy 1 Upybe afdigis
y &4V disPa,.Ne aPPicab e fa. av he-i ed PeaPeWiha egiinaebusiiessieed « see

hefu PAN.Dses.a suPesedes ic eve Uieqer sis Pacefar disPa, safca-dha de-daa

suchas as a Paix -af-sae-eceil.

3.4 Resrde PAN,a irinUq, Usreadabear,Wheei iss aved ircUdirgas Pa. abedigia
nedia, backuP_edia, i+ ags, ay dda aveceivedfra., & s avedb, ¥ieessie Warks.
Techia &g, se Uiassfe hisve Uireer @ iscUdes argease¥a hashfuiciass,
vUrca iaq,indet akess, sece, s aved Pads, & svar1gc; P ag-aPh, . (See PCIDSS G assar; far
deTriiar afs.aigc, Pagalh )
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35 Paec ¢ PagaPhicke susedfa eic, Pies afca-dhe de da afre, discastreard isuse.

36 Fu, decuer ardigPeqer a aPPaPiaeke arageer Pacessesard Pacedu es fa
oy P ag-aPhicke, s Used far er -, P ias af ca-dhe de- da a.

Guidelines for Cardholder Data Elements

Data Element Storage Protection PCIDSS
Permitted Required Req.3.4
Priqar, AccaUs NU [ be (PAN) Yes Yes Yes
Ca-dha de- Na.,e! Yes Yest Ne
Cardholder Data
Sevvice Cade? Yes Yest Ne
B Pia iax Da e? Yes Yes? Ne
Sensitive FU Magse icS+iPeDa a3 Ne N/A N/A
Authentication CAV2/CVC2/CVV2/CID Ne N/A N/A
2
e PIN /PIN B ack Ne N/A N/A

! Theseda aeener s.qUs be P.a ecedifs eredis casjuscias ¥ih hePAN.This P.a ec ias shav d be Pe. PCIDSS
ve Uieper sfegerea Pa ecias of hecadhe de daaesviarqer .Addiiesa ), « he legisa iaa (fae XayPe
reaed acarsU e Peseia daaPaeciar, Pivac,ides iy hef, e daasecti;) qa ve UiesPediTc Pa ecias of
hisda a, & P-4 Pe. disc astve dface, Pay, s Poac ices if cas sUpe~eaed Pe.sera da aisbeirgca ec edduvirg he
caU se af busisess. PCI DSS, ha¥ ever, dees 1« aPP, if PANsa-e 1« s aved, Pacessed, & vais i ed.

2 SeysiiveaV hes icaies daa.qUs 1 beseedaf e al ha.i a et (eves ifesc, Ped).

3 FU ,ackda afe, hejagieics iPe,_jagieics iPeijage as hechiP e eseV hee.
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Requirement 4: Encrypt transmission of cardholder data across open, public networks

Cbe cigiras.ga beabe «ir erceP vaisissiassefcadhe de daaave «Pes, Pubicie Warks
seiisigPe ar « Pever heiabii, avie" hesedaa.Eic, Piesisa echia ag; Used averde
rarsqi eddaaUieadabeb, ar, Uial hei ed Pesa.

41 Uses ar1gc, PagaPh, ardsect.i, Pa aca ssuchasSSL/TLS e IPSEC « safegUa-d sessi ive
ca-dhe de- da adUritg rarsissies aver ePey, Pubicie¥aks(eg.lt ere,¥ieess
echi « agies, g aba ;s e s fer canUrica iess[GSM], gerea Packe +adia s, s e s [GPRS)).
Eistre¥ieessie Warks varsyi irgca-dha de- da aar carrec ed & heca-dha de- da a
e1viraa e UseirdUs ., bes Pacices(e.g., IEEE802.11K) « i Pe e sraigerc; Pia
fa aU hes ica ias ard rassissies.Far 1e¥ Yieessi, Pees aiass, i is Pahibied «
i,npe,ﬂe‘ WEP af e- Ma-ch 31, 2009. Far cUre: i,nr"e,ne‘ aiass, i is P.ahibi ed & Use WEP
af e- Juse 30,2010.

4.2 Neve serdUserc, Ped PANs b, eid Use. nessagitg echs e agies.

Maintain a Vulnerability Management Program

VU seabii, narageqes is he Pacessafs, s eqaica , ardcas isUaUs, Tudisg¥ eaks essesis ax
«gasi aiaa’s Pa, jer cadiifas Uc Ures, s e . Thisisc Udes secli; Pacedu.es,s, s e, desigs,
inPener aids, & is e1a car vas ha caudbee Paied avivaes se,seci, Paic.

Requirement 5: Use and regularly update anti-virus software or programs

Mas, VU sevabiiiesard. jaiciaUsviUseses e hese W arkviae,Pe ees’e-qai asd e he e ive
ac ivi ies. Ax i-vi-Ussaf Ware Us beUsedara s;sensa ecedb, na¥ae o Paec sseqs
frdq clver ardeva vitg.naiciaUssef Yae heeas.

This Guide P.avides suPPe neér a irferqaies ha deessa vePace & suPe sede PCI DSS versias 1.2 dacu nes s.

VULNERABILITY
MANAGEMENT

Create policy gave: 1 i1 g secUri
cas va saccardisrg airdusy,

s arda-d bes Pacices (e.g., IEEE
802.11k)

Regularly scan's; s e.s far

vU se-abiiies

Create remediation schedule
based a1 viskasrd Priavi;
Pre-test a« d deploy Pa ches
Rescan a veif, ca.Piasce

Update secU.i, saf Ya.e¥ih
he . ,as cUes sigia Uresard
echia ag;

Use only software e+ s, s e.4s
ha ¥e.esecl.e, deve & Ped b,
i+dUs v, s asda-dbes Pacices



51 DePq as ivirUssef¥aeara s;seqs52 ecedb, qaiciaUssef Yae (Pa icva; Peseia
cq™ esaidseves).

5.2 EisUre ha a as i-virUs. echasisnsa-ecles ,ac ive, vUrairg,asdcaPabedafgeieain
n n
avdi ags.

Requirement 6: Develop and maintain secure systems and applications

SecUri, vU . eabiiiesir s, s egsardaPPicaiers.na a «¥ cijiras eaccessPANaid« he
ca-dhe de- da a.Mau, of hese U eabiiiesaeeiyiraedb, irsa irgverde-Pavided sect.i;

Pa ches, ¥ hich Pe.fe.., a Vick~ePai jab fa- a sPeci"c Piece «f Pagra g qitgcade. A ciica

s enSUs have he as veces ; reeased saf ¥ae Paches « Pever & Pdiaias.Ogari aiass
shau daPP, Pa ches & ess-ciica s, s esasseas as Passib e, based a4 avisk-based vU 1 evabii;
naragener Pagay. Sectrecadirg Pac ices far deve a Ping Pa, qer saPPica iass, chaige

car & Paceduesaid e he sectesaf Waedeve aP jer Pacicesshauda¥a, sbefe a¥ed.

6.1 Exstre ha a s;sepceqPaies sardsef Waehave he aes verdar-suPPied sectri,
Pa chesirs a ed.DePq; ciica Paches¥ihir a. a1 hafreease.

6.2 EsabishaPacess «ides if, 1e¥ , discavered secUri, vU 1e-abii ies, suchasb, subscibiig
eae sevices & UsirgavU se-abii, scas1isgse vice ar saf Yae. UPda e he Pacess
add-ess 1 e¥ vU s eabii, issVes.

6.3 Deve aPsaf WaeaPPicaiassii accardasice¥i h PCI DSS based &4 i1 dUs v, bes Pac icesard
ircarPaca eisfar qa ias sectri, h-aUgheU hesef ¥aedeveaP ei ifec ce.

6.4 Fa &% chaigecas ra Pacediesfa- a chaiges as,;seceqPaien s
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6.5 DeveaPa WebaPPica iessbased a1 sectre cadirg gUide ires ardrevie¥ cUs &, aPPica ias
cede aides if, cadisg vV seabiiies.

6.6 Eisu.e ha a PubicWeb-faciigaPPicaiarsae Pa ec edagaiss kia¥ s a acksWiha eas
at1Va vevieVsafcade,ardb, issa irgaWebaPPica ieaTve¥a is f.as of Pub ic-facirgWeb
aPPica iass.

Implement Strong Access Control Measures

Accesscar +a a &¥s_jecchas s « Pe )i & des, heUsedf Phsica & echiica ears a access
PAN a1 d & he- ca-dha de- da a. Access.,Us be g-ar ed a1 abUsiiess 1 eed- a-ks &¥ basis. Ph; sica
access cas v& €1 ais heUse af acks e ves vic ed access & PaPe.-based ca-dhe de vecards &+ s s en
ha-d¥ a-e. Lagica access cas & Pe_ i s deries Use af PIN e v, devices,a¥ie ess1e W ark, PCs
ard a he devices.| ase cer va saccess & digi a T escas aisisgca-dha de- da a.
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Requirement 8: Assign a unique ID to each person with computer access

[y
AssigrirgaUsi Ueides Trca iar (ID) & each Pe.sar %i haccessersures ha ac iass aker a1 Gi ica
daaards,seqsaePafa jedb,,ardcar be vaced & kia¥ s ardav haei ed Uses.

L
8.1 Assigia UsesaUii UeUse 1aebeferea a¥ing he,, saccesss,s e ce Paier se
ca-dhe de- da a.

82 E,Pe a eas wiedaf hese wau hes icaea Uses: Pass¥ a.d & PassPh.ase; & Wafac &
au hes ica ias (e.g., skes devices, spa ca-ds, bis e vics, Pubicke; s).

83 InPe er ¥a-fac & al hes icaias farve g6 eaccess & hese Warkb, e P ees,
ad.qirisva ars,ard hi-d Pa ies.Use echia agiessuchasrea eau hes ica ias arddia-
ir service ar e.ira accesscas va& e accesscas & 5 e Vih akers e vic Va el e
re Va.k¥ihii¥ivi va cP& T caSes.

8.3
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Requirement 9: Restrict physical access to cardholder data

Asy Physica access e daaer s, s e,5 ha haUse ca-dha de da a P.avides he « PP, Ui ) fa
Persars & accessard/ar reave devices, da a, s, s es & ha-dca Pies, ard shav dbe aPPaPia e,
ves vic ed.

9.1 UseaPP.qPiaefacii, er v, car vas & igi ard.qesi e Physica access as,s eqsit he
ca-dhe de- da aesvi-as es .

9.2 DeveaPPqocedures ahe Pa Pesesie easiy disirgUishbe Weer e, e, eesard visi ars,
esPecia , i1 a-eas¥ he-e ca-dha de- da ais accessib e.

9.3 EisU.ea visi arsaeal ha i ed befe-eer eirgaeas™ hee ca-dhe de- da ais Pacessed o
nair aired; gives a Ph,sica aker ha e Piesaid ha ides Tesvisi arsasiai-e,Pa ees;
arda-easked & sU.eirde he Physica akes befe.e eavitg hefacii, & a heda eaf
e Piaias.

9.4 Useavisi & &g & _qais ais a Physica audi vai «fvisi & isfar.qa ies asdac ivi.Re air he
egfe-a eas hree a4 hsUs essa heViseres icedb, aV.

9.5
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9.9 Mais air svic car v aver hes arageasdaccessibii;, «f yedia ha cas airsca-dha de- da a.

9.10 Des v4; .ediacas airisgca-dha de- daa®hes i iss1a a1ge 1eeded far busiress ¢ ega
+€aseus.

Regularly Monitor and Test Networks

Ph; sica ard¥ireess1e ¥arksae hegUecarrecirga erdPais sardsevesit he pa>,ne4
irfas Uc Ure.VU secabiiiesis 1e Wakdevicesard s, s eqs Preser «PPa, Usiiesfar cigiras o
gais Usal hevi ed access « pa),nE| cadaPPicaiersasdcadhe de da a.Te Pevesr & Pdiaiay,
&gaii aiers gUs vegua s periarard es 1eWaks aTadard™ v eabiiies.

Requirement 10: Track and monitor all access to network resources and cardholder data

Leggirg.necharisysard heabii, e rackUse aciviiesaeciica fa- @ ecivefacessicsard
VU seabii; yarageper .The Peseiceaf agsit a e viriar ner sa Vs heraUgh rackitgard
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10.3 Recard audi rai es viesfera 5,5 e co.qPares sfe eachever ,incudinga a.gitingVag:User
ides T'ca ias, » Peafeves ,daeard ine success e faiUeeirdica ias, arigira ias afeves ,
ardides i, ar1aneeafa eceddaas,seqncay Paies & resalce.

10.4 S;achraviea ciica syseqcacksard ipes.

10.5 SecUreaudi vaissa he, carra bea eed.

10.6 RevieV agsfera s,se.,ce.nParer sreaed asecli, fusciassa eas dai,.
n C&n

10.7 Re ais audi vai his &+, fara eas a1e;ea;a eas heee a4 hsafhis e, Us be
innedia e, avaiab efer ara; sis.

Requirement 11: Regularly test security systems and processes
VU sevabii ies a-e beir g discavered cas irVa , by yaiciaUsisidividuasasdresea-chers,ard
beirgir raduced b, 1e¥ saf ¥ae.S s e caPares s Pacesses, ardcUs o saf Yaeshau dbe
esedfre Vet , aesstiesecli; is.jair airedave ipe.Tes irgafsectri, cas vasis esPecia ,
in Pe, a1 faras, es vi-a4_qes a chaigessuchas dePairgieV saf Yaear chargings s en
caiTgleaiass.
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11.1 Tes fa- he P.eseiceaf¥ie essaccess Pais sb, UsiigaWieessasa, e-a eas Ua e, &
dePq,inga¥ieessIDS/IPS «ides if, a Wi-e ess devicesis Use.
N
112 RUs s era ard e e1a 1eWakvieabii, scarsa eas Va e, ardaf e as, sigsT ca
chaigeir hereWak.ASVsaeia ve Uied & Pefer ir era scass.
11.3 Pe-far., & era ardis era Perevaies esirga eas ascea,ea asdaf e ary sigiican
irfras vUc Ure & aPPica ias Upgade [ ,ﬂtd_iTca a1, iacuditgrieVark-ard aPPicaiai-a e
Perevaias ess.
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Maintain an Information Security Policy

Asvargsect i, Paic, ses he aiefe seclviy, a ecitgas avgasi aisr’ser ivecanPasy, ardi

g n
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Requirement 12: Maintain a policy that addresses information security for employees
and contractors
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How to Comply with PCI DSS

Mechar sardargasi aiass ha s eve, Pacessaid/ar vaisqi cadhe de daa.Us ca P, ¥ih
PCIDSS versiax 1.2.Whie he CaUici isvesPassib e fa naragirg heda aseclri, s asdads, each
cadbard._jair aissise¥ s sePaaecePiaiceesfa.ceer Pagays Eachcadbaidhas
déTved sPedc.e Vieer sfar vaida ias afce PiasceardrePa. ing, such as Pavisiass far se f-
assessper versUsUsirgaQuaifed Seclri, Assesser.

DePesdirgar as &vgasi aias’scassiica ias & visk eve (de ev.nired b, heisdividva ca-d brasds),
P.acesses fa. vaida irgceqPiasceard.ePar ing wac ViingTrascia insiUiessusia, fo &¥
his rack:
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Compensating Controls QSAvaida esa e-saiveces +& echia agies/P.acesses

. . . . L . .
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This Guide P.avides sUPPe jer a irfarnaies ha deesia vePace . suPesede PCIDSS ve siar 1.2dacU.er s.

How to Comply
With PCI DSS




L A
SPeciTc 'Ues iass abaU ct,npia| cevaida iar evesshaUdbediec ed a4, aVUr ac Uiris g_h a1 Cia
i1siViar.Osy he acL Uiring Taascia ins i U ias cas assigs avaida iar eve «_pechar s.Livks &
cadbardce,Piaice Pagaysiicude:
© Apeicar B Pessi WWW 3 evicaset Pess.ca y/da asecli,

+ Discave Firascia Services:+¥ ¥ ¥ discave e ¥ ark.ca y/f-audsectri ) /disch .
+ JCBli eraiesa:-WW¥ jcb-g aba.ce /e gish/Pcifisdet h

This Guide P.avides suUPPe jer a irfar.qaias ha deessa .ePace a suPesede PCIDSS versiar 1.2dacU qer s.



The QSA, aU se ec shaU d have sa id Usde-s as dis g &f;, &V, bUsisess ar d have & Peies ce i
assessitg hesecUri, afsiyia argari aiass.Tha kia¥ edge he Ps he QSA & Urders asd bUsiiess
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Using the Self-Assessment Questionnaire

The SAQ isasef-vaida ias e far e-chas sasdsevice Pavides¥ ha ae s v‘el’uiyed e de
a4-si eassess.qes sfar PCIDSS ca Piasce. The SAQ i1 c Udes a sevies &f, es-ar-1 & “Ues ian s far
ceqPiaice.lfar arsVe ista, heargari aiar Us sae hefu Ueve edia iar da eardassacia ed
ac iass. v avde waigr nerecase; Wih pechar sard hei ct,ﬂpim cevaida ias Pacess, he
SAQ¥asrevisedard 1a¥ a e¥sfer glibii, basedas hece Peti, afa Pa icva _echar ser
sevvice P.avide s bUsii ess si Ua ias (see cha. be a¥).The SAQvaida ias ; Pedeesia caveae o
he ne-cha: cassiica ias & visk eve.

Self-Assessment Questionnaires
SAQ Validation

Type Description SAQ
1 Ca-d-Na -Preses (e-ca.p.ne-ce &r MO/TO) nevchasr s,a ca-dhe de-da a A
fusc iars eV sal.ced. ThisW aU d 1 ever amp) « face- a-face ye-chas s.
LoPis -a4 ) nechar s¥ihiacadhe de daas eage. B
Sardaesedia-uP e nita nechas s, 14 ca-dha der da as arage. B

Mechar s%ihPa _jer aPPicaias s;sepnscanseced & heli ere,1a
ca-dha de- da as erage.

5 A « he echar s(1a iscudedis desc-iP? ias s far SAQs A, B & C abave), as d D
a sevice Pavide.sdéTiedb, acadbaidaseigibe & ca,PeeaSAQ
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Web Resources

PCI Security Standards Council Web site  Frequently Asked Questions (FAQ)

www.pcisecuritystandards.org www.pcisecuritystandards.org/fag.htm
Membership Information Webinars
www.pcisecuritystandards.org/participation/join.shtml www.pcisecuritystandards.org/news_events/events.shtml

Training (for assessors)
QSAs: www.pcisecuritystandards.org/education/qsa_training.shtml
PA-DSS:  www.pcisecuritystandards.org/education/pa-dss_training.shtml

PTS approved devices
PIN Transaction Security (PTS) Devices:  www.pcisecuritystandards.org/security_standards/ped/pedapprovallist.html
Payment Applications:  www.pcisecuritystandards.org/security_standards/pa_dss.shtml

PCI Data Security Standard version 1.2 (PCI DSS)

The Standard: www.pcisecuritystandards.org/tech/download_the_pci_dss.htm

Supporting Documents: www.pcisecuritystandards.org/security _standards/pci_dss_supporting_docs.shtml
Approved Assessors and Scanning Vendors:  www.pcisecuritystandards.org/about/resources.shtml

Navigating the Standard: www.pcisecuritystandards.org/security_standards/pci_dss_supporting_docs.shtml
Self-Assessment Questionnaire: www.pcisecuritystandards.org/sag/index.shtml

Glossary: www.pcisecuritystandards.org/security _standards/pci_dss_supporting_docs.shtml
Approved QSAs: www.pcisecuritystandards.org/qsa_asv/ nd_one.shtml

Approved ASVs: www.pcisecuritystandards.org/qsa_asv/ nd_one.shtml
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About the PCI Security Standards Council
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PCI Data Security Standard
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